
  

Monitoring Encrypted
Law Enforcement Comms



  

Omaha Metro started encrypting Dispatch channels ~2023
Some channels (talkgroups) were already encrypted (Narcotics)
Some channels not encrypted (ambulance, UNO, utilities, bus)

30 min delay



  

ORION Network
Douglas & Sarpy LE, ambulances, utilities, buses, etc.
 use the same radio network (trunking) 

TalkGroup List

“E” indicates encrypted
talkgroup

“A” = Analog
“D” = Digital
“T” = TDMA capable



  

ORION Network
Trunked digital radio system

- 11 Counties use the ORION network (Douglas, Sarpy, Pottawattamie, Cass, Washington, 
        Nemaha, Otoe, Pawnee, Richardson, Saunders, Dodge)

- Some antennas are simulcast (Sarpy’s antenna also broadcasts Douglas transmissions)
- Radios can change talkgroups within the system. Papillion police can talk to Omaha police

Antenna at
Sarpy Courthouse



  

Trunking System Basics
- Systems have single control channel/frequency and multiple “voice” channels
- Uses P25 protocol (designed for public safety systems) 
- Radios are synced to the control channel (downlink frequency) 
- Control channel tells the radio which “voice” channel to use when 
  broadcasting and listening on their TalkGroup
- Control channel also has an uplink frequency. 
  When a radio is about to broadcast, it sends a request on the uplink frequency 
  The control tells the radio which voice channel to use via the downlink frequency

Red is control channel (and alternates), others are “voice” channels
Uplink channel is not listed (derived from downlink channel -45 MHz)

https://www.taitradioacademy.com/topic/introduction-to-p25-trunking-1/



  

P25 Trunking System (GQRX waterfall)
Sarpy Control Channel.  0.5 mile away 



  

P25 Trunking System (GQRX waterfall)
Douglas Control Channel. 6-7 miles away



  

Monitoring Techniques
Dispatch transmissions are uploaded & archived to Broadcastify (30 min delay)

Live (delayed) feed is free, but accessing archives requires subscription (~$35/year)

https://www.broadcastify.com/listen/feed/34786

Every time they modify their website, a new scraper has to be written



  

Monitoring Techniques 
Download mp3 files from Broadcastify
Remove periods of silence with linux SoX

Muffled audio and cop talk (e.g. phonetic alphabet) can confuse AI voice to text.
TrunkRecorder Discord has discussions about this; using chatGPT with Whisper
 

sox infile outfile silence -l 1 0.1 0% -1 1.0 0%



  

Current Broadcastify Scraper 

Uses this API call to grab list of redirect links to MP3 files,
For feedID 34786 and archived sat June 11, 2026:
https://www.broadcastify.com/archives/api/archives.php?feedId=34786&date=06/11/2026

ChatGPT wrote user-friendly python script to download MP3 files

Even with Premium subscription, archive downloads are capped (200? downloads a day) 

Audio Splitter 
ChatGPT wrote python script with PyDub 
to extract audio segments from MP3 file

Potential app: Transcribe relevant audio to text with WhisperAI. Extract address from text



  

Monitoring Live Transmissions

Requires 2 RTL-SDR dongles (2.5 MHz bandwidth)
1 dongle monitors the control channel, other dongle 
monitors the voice channel. Can only listen to one voice
channel at a time, unless active voice channels are in
the same 2.5 MHz bandwidth

Better hardware: AirSpy R2 has 10 MHz bandwidth. 
If all voice channels & Control are in the same 10 MHz band, 
AirSpy can record it all

$170
https://itead.cc/product/airspy/

$55
https://www.rtl-sdr.com/buy-rtl-sdr-dvb-t-dongles/



  

Monitoring Live Transmissions
OP25 software

Simple P25 trunk decoder. Linux, command line, minimal display, minimal resources,
minimal metadata (no log files, no “length of call”, encrypted calls ignored)

https://github.com/boatbod/op25



  

Monitoring Live Transmissions
Trunk-Recorder

Requires editing several config files. Command line linux
Text output, but GUIs available. Can record web feeds also (Broadcastify)

https://github.com/TrunkRecorder/trunk-recorder

https://andrewmohawk.com/2020/06/12/trunked-radio-a-guide/

Most popular, most documentation, Discord channel

https://www.rtl-sdr.com/rdio-scanner-a-web-based-ui-for-trunk-recorder/



  

Monitoring Live Transmissions
SDRTrunk

Java based GUI. Not-so-easy setup, few guides available
Lots of log files and metadata

https://github.com/DSheirer/sdrtrunk

Good install video: SignalsEverywhere channel: https://www.youtube.com/watch?v=UBrfqLc0E2U



  

SDRTrunk setup

Download zip from
Github Releases page
(Assets)



  

SDRTrunk Setup

Unzip. Navigate to Bin directory
Run the sdr-trunk binary



  

SDRTrunk Setup

Select 
Playlist Editor



  

SDRTrunk Setup

Login to Broadcastify first

Select county, 
Radio system,
Antenna site



  

SDRTrunk Setup

Create/name
New Alias List



  

SDRTrunk Setup

Select “Talkgroup View”

Select your Alias list,
Select Talkgroups
You’re interested in
(I select All)

Import Talkgroups
To your Alias List



  

SDRTrunk Setup

After importing
Talkgroups, 
Return to System 
View tab.

Create Channel 
Configuration



  

SDRTrunk Setup

Play button
Will load channels
Into SDRTrunk 
GUI

After hitting Play
Button, you can close
Playlist Editor window



  

SDRTrunk 
After setup, every time you run SDRTrunk

Select Playlist
Editor



  

SDRTrunk
Select Channels Tab. Then select your imported network. Then hit Play. Then close window



  

SDRTrunk

Broadcasts
I usually select
Control channel

Metadata
I usually select
Events tab



  

SDRTrunk Logs

In PlayList Editor,
Channels

Turn on Logging



  

SDRTrunk Log Files
Sometimes the Log format changes with version changes,
Have to rewrite the scraper. Default location is home dir /SDRTrunk/event_logs

Log files are created
for every call event.
LOTS of log files thru-out
the day.

But we are only interested
in Control channel log 



  

SDRTrunk Control Channel Log
Time of call. Length of Call. Talkgroup. RadioID, etc.



  

Inspired by SchmooCon 2024 Talk



  

Metadata Analysis
- Encryption prevents us from hearing WHAT is happening

- Based on time & length of call, active Talkgroup, and active RadioID’s, 
We can still infer WHO and WHEN

- Using Broadcastify feeds, can we eventually associate RadioID’s to their 
specific radios. Dispatch, squad cars, SWAT (ERU), Helicopter, etc.

- If SWAT or the helicopter starts broadcasting, we know something
exciting (news worthy) is happening. Python can send alert if TG of interest
becomes active

- When Mutual Aid, Metro, or “Common” talkgroups become active, 
  usually means multiple agencies working together (e.g. pursuit)



  

Voice Callsigns & Terminology help us associate 
RadioID to its broadcaster

Omaha Scanner
https://www.nossmedia.com/sarpy-county-police-agencies



  

Parse the log file for relevant info
Linux-fu:   tail -fn0 logfile.log | grep or python script
to analyze live log files

I’m only interested in West Sarpy calls, Papillion (less radio traffic)

tail -fn0 control.log | grep -E ‘SarpyCO LE West|Papillion|Lavista’ | python radioID.py

Sarpy West Dispatch RadioID’s: 41004 - 41008



  

Alert if Sarpy West Dispatch broadcasts,
Papillion and Lavista responses



  

Relevant (“news” worthy) Dispatch Calls

- Dispatch calls greater than 3-5 seconds are usually crime related; 
shorter calls are usually time announcements and ACKs (10-4)

- Python audio extractor appends length of audio to the new sound files.
We can easily search for calls longer than 5 seconds

- Use WhisperAI to transcribe these to text

- This process is easier at night; less crime, less radio traffic



  

Dispatch “Calls” (greater than 5sec) per shift

Generated with SDRTrunk logs and ChatGPT



  

Physical Access Red Teaming (B&E)

- Conduct an operation during low radio traffic time-period 
(late nights)

- During the penetration, a few minutes after breaching the locks, 
if we see a live Dispatch call lasting longer than 5 seconds, 
and we see local police responding, 
we can assume the call is for us, alarm was triggered

- But monitoring dispatch won’t protect us from wandering/patrolling
squad cars, doing “business checks” and “special attention”



  

RF Proximity Detection
Tire Pressure Monitoring System

Majority of squad cars are Ford Explorers

- 315 MHz
- Only broadcasts every few minutes (2min?) when moving 
- Every 6 hours when stationary
- Low signal strength, ~50 ft detection with a strong antenna
- rtl_433/src/devices/tpms_ford.c

Sensor reset tool
(Needed to activate)

TPMS



  

RF Proximity Detection
Helicopter

Flightaware can send alerts for departures

N402PD (Mode S Code: A4B558)

N240PD (A23148)

N340PD (A3BE97)

Live track with your own RTL-SDR & Dump1090
Or use online ADS-B trackers
https://www.adsbexchange.com/ 



  

RF Proximity Detection
Drones

- All drones in the US must broadcast 
OpenDroneID 

- Real time telemetry; drone GPS location,
operator’s GPS location

- 4 different broadcast methods
Bluetooth Legacy Advertising (Bluetooth 4.x)
Bluetooth Long Range with Extended Advertising (Bluetooth 5.x)
Wi-Fi Neighbor-aware Network (Wi-Fi NaN)
Wi-Fi Beacon (vendor specific information element in the SSID beacon frame)

- Some android apps claim to scan for these signals
Specialized hardware or newer ESP32 can/could detect
- DroneTag RIDER (~$1000) 



  

Drones & ALPR
- Use your own drones & AI for 
detecting squad cars in the area

“Vehicle detection in drone aerial views based on lightweight OSD-YOLOv10”
https://www.nature.com/articles/s41598-025-09825-y

- DIY (RasPi) License Plate readers at access roads
https://github.com/openalpr/openalpr
https://medium.com/@alexey.yeryomenko/automatic-number-plate-recognition-with-raspberry-pi-e1ac8a804c79

Car number usually listed on roof. Newer cars are more covert (all black)



  

RF Proximity Detection
Bluetooth

Inspired by DefCon31 talk, tracking Axon bluetooth signals
Axon cams, taser, gun holsters, etc, transmit BT signals

https://www.youtube.com/watch?v=cO1JSzAdPM8



  

RF Proximity Detection
Axon Bluetooth (OUI 00:25:DF)  Wigle.net Android App

Bluetooth occasionally on. OPD uses it (detected several signals at CWS crowd)
Never detected from cruising Sarpy agencies

“Police advised to disable bluetooth on Axon body-worn cameras to avoid detection by criminals”
https://www.abc.net.au/news/2026-05-08/police-advised-turn-bodycams-to-flight-mode-over-security-flaw/106654330



  

RF Proximity Detection
Axon Scanning during CWS

Wifi beacons with Axon OUI MAC???



  

RF Proximity Detection
Axon Wifi 5GHz (Broadcasting Hidden ESSID AP beacons)

Example: AXON-X60AB1351 Probably syncs to Axon mobile app for DL’ing videos



  

RF Proximity Detection
Wifi Signals

Build an Evil Twin AP that sends alerts when devices try to authenticate with it

- Wardrive the police department, scanning for wifi access points (ESSID beacons)
emitting from the building

- Wardrive the police when they are out in public (e.g. the donut shop, crowded events)
Scan for wifi probe requests emitting from their devices (especially if Dept uses Hidden ESSIDs)

- Use MDK4 to broadcast evil twin beacon list.* Second wifi adapter to sniff & alert when devices
try to authenticate with evil twin AP (beacons)

*MDK4 won’t broadcast EAP RADIUS beacons. Scapy will



  

RF Proximity Detection
Wifi AP Wardriving (Wigle App)

- “Monarch” EAP network
- City network for employees

Wigle will show MAC
Of hidden ESSIDs

Hcxdumptool is better for resolving hidden ESSID names; will automatically deauth clients 



  

RF Proximity Detection
Trunking Uplink Channel

- Uplink channel is usually 45 MHz below the downlink channel
- Uplink signals are broadcast from the radios (weak signal)
- If you can detect uplink signals with an average antenna, 
  police are in the vicinity

GQRX and RTL_FM (command line)
both have squelch settings. 
Pipe audio into sox for alerts when 
sound is detected

easy way: Listen for radio packet bursts
with analog radio scanner

OP25 has an option to send packets to Wireshark. I was unsuccessful trying this



  

Holy Grail of LE Tracking
Location Request & Polling Response packets 

(LRRP, sometimes LPPR) 

- Motorola P25 radios broadcast their location data
- Not simulcast, must in range of the radio ?
- DSDPlus can sometimes decode these packets
- OP25 with Wireshark if you want to see raw packets

Unsuccessful with DSDPlus and Sarpy,
with my stock antenna, at home



  

Federal Frequencies
Dept Homeland Security, ICE, DEA

Radio Ref has listing for National frequencies  (ICE ~163-166 MHz)



  

Federal Frequencies

Also frequencies for Nebraska Federal 

Dept of Homeland Security



  

Federal Frequencies
DEA, FBI, Marshals, State Troopers

Nebraska Statewide P25 System 



  

Federal and Other Frequencies
Searching the FCC Database can uncover frequencies not report on Radio Ref

https://fjallfoss.fcc.gov/General_Menu_Reports/engineering_search.cfm?accessible=NO



  

Other Resources
ALPR map (deflock.org)



  

Other Resources
DCGiS Crime Maps



  

App Idea
- Make your own crime map with Broadcastify audio (dispatch calls)

- Transcribe dispatch calls to text with WhisperAI

- Extract & verify address with AI

- Create KML and/or web interface to view and click, read, listen to dispatch calls



  

Questions? Comments?

https://github.com/gusgorman402/le_tracking



  

AI noobing 
- Most of my scripts I only write for myself. Credentials directly in script (no .env),
No error catching, no command line args. I’m new to vibe coding with AI

ChatGPT Prompt to make the code shareable:

can you edit this python file so that username and password are stored & retrieved from 
a .env file. Also, make feedID and archiveDate command-line arguments instead of 
hardcoded static values. Throw an error if the date is entered incorrectly (with slashes not 
hyphens, etc.) Also remove all commented lines in the code

Python script to download Broadcastify mp3 from archived day



  

AI noobing 
- I was using Sox to remove long periods of silence from the mp3 files
- I wanted the audio segments in separate files, with time stamps and length of segment

ChatGPT prompt:
I have a WAV file containing audio, separated with periods of silence. I would like you to write a python script that 
will extract each segment of audio into a separate file (no silent periods). The original WAV file has a name 
describing the date and time the audio was recorded. The format is YYYYMMDDTTTT-randomID-feedID.wav 
where the TTTT is military time. The audio was recorded on a 30min delay, so subtract 30mins from the time in the 
filename, and consider this the beginning time of the recording. When you create filenames for the new audio files, 
try to determine the exact time the audio occurred based on the original filename timestamp and create a new 
filename with this timestamp and the length of the audio segment. For example, if the original filename was 
202606111722-681200-34786.wav and there is a segment of audio that occurs 5 minutes and 15 seconds into the 
WAV, and this audio segment is 10 seconds long (roundup to the nearest whole second) the new file name for that 
audio segment would be YYYYMMDDTTTTSS-SSSS-randomID-feedID.wav, where TTTTSS is that start time of 
the audio segment and the following -SSSS is the length of that segment in seconds. So the new filename for that 
example would be 20260611165715-0010-681200-34786.wav (remember to subtract 30 minutes from the original 
military time listed in original filename)

Script works… on low traffic files. Haven’t tested on mp3 files with lots of audio



  

AI noobing 

- Just because a program works on Ubuntu, doesn’t mean it will automatically work on RasPi

- TShark (PyShark) behaves differently on RasPi. No wlan.mgt info 

- Tshark buffers its output. Won’t automatically pipe into another script

- ChatGPT struggled with this. It helped me with debugging (wifi packet info), but I had to dig 
through forums to find the buffering issue

- Instead of pyshark, I ran Tshark from the command line and parse the output

- Try Scapy instead of Tshark next time for raspi wifi sniffing (mgmt packets)

- ChatGPT was able to write an EAP (RADIUS) wifi AP beacon broadcaster for ESP2866



  

AI noobing 

- SDRTrunk log file prints out a line for every packet during a dispatch call.
One dispatch call may have multiple lines for a single call
- Remove redundant lines, keep the line with the final/highest “call length”

SDRTrunk log file parser

ChatGPT prompt:
Write a python script that will open a read only CSV file. The filename is provided on the 
command line via command line argument. The script will output lines from the CSV that fit the 
following criteria: if the EVENT is not an "Encrypted Group Call" or a "Group Call", do not print 
out the line. For lines with identical FROM fields and identical EVENT_ID, only print out the line 
with the highest DURATION_MS value. Multiple lines may have the same maximum 
DURATION_MS value, but only print out the most recent line encountered of these. You will 
have to examine all lines in the inputted CSV before you can start outputting relevant lines. 
Perhaps use a key to value hash to table to keep track of highest DURATION_MS values. Here 
is an example CSV file:



  

AI noobing 
Script to associate RadioIDs to broadcastify audio segments. Helps to find dispatch calls
ChatGPT prompt:

Write a python script that will associate timestamps to a specified time period. The script will take 5 command line 
arguments. The first arg is an input file. This input file contains a list a mp3 files. Sometimes the the filenames will be 
prepended with a dir, which can be ignored; we are only interested in the filename. Each filename contains time period 
information.  The time format for each filename is YYYYMMDDHHMMSS-SSSS-randomID-feedID.wav. The 
YYYYMMDDHHMMSS is the approximate initial (the user will be able to add seconds to this start time) beginning of the 
time period of interest. The "-SSSS" that follows in the filename is the length of audio segment in the file. Add this length of 
seconds to the beginning time period to get the end (intital; the user will be able to add seconds to this end time) period 
time. The next command line argument is to pick which filenames to analyze. The arg option will ask for a minimum time 
length of audio files to be analyzed. The default is 3 seconds. Only analyze filenames whose "-SSSS" is equal or greater to 
the inputted option. 
The next 2 args will be for altering the initial time period that was extracted from the filenames of interest. There will be an 
option to subtract seconds from the start time (make it earlier). The default is 30 seconds. There next option is to add 
seconds to the end time of the time period. The default is 30 seconds. 
The final command line arg is for another input file. This is a CSV file with timestamped rows. For each audio filename and 
the time period extracted, find rows in the CSV whose timestamp is within the audio time period. The CSV timestamp 
format is YYYY:MM:DD:HH:MM:SS. 
The output of the program will be in CSV format. Each row will list the audio filename (first column), and then list (in the 
following columns) all "FROM" numbers that were in rows from the original CSV that had TIMESTAMPS in the time period 
of the audio file.
I have attached a sample audio file list, and CSV logile



  

Questions? Comments?
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