Monitoring Encrypted
Law Enforcement Comms



Omaha Metro started encrypting Dispatch channels ~2023

Some channels (talkgroups) were already encrypted (Narcotics)
Some channels not encrypted (ambulance, UNO, utilities, bus)

6 = LIVE News Streaming First Alert 6 Weather 24/7 Weather We the People CWS 2026 ContactUs News Tips
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ORION Network

Douglas & Sarpy LE, ambulances, utilities, buses, etc.
use the same radio network (trunking)

radioreference.com

Premium

Tal kG ro u p Ll St : RRDB / TRS / Omaha Regional Interoperability Network (ORION)

“E” indicates encrypted BRI =
tal kg rou p DEC HEX Mode AlphaTag Description
i[E OPD W Disp West Dispatch
ke A” - An alo g 5 TE OPD NW Disp Northwest Dispatch
1] Dn — DIg |ta| i iE OPD NE Disp Northeast Dispatch

TE OPD SE Disp Southeast Dispatch

“T” = TDMA capable

TE OPD SW Disp

TE OPD Info 601 Information (601)
D OPD LE 8 Police 8
D OPD CIB Criminal Investagations
D OPD Csl Crime Scene
OPD 911 Law 911 - Police

OPD Event 1 Event 1




ORION Network

Trunked digital radio system

- 11 Counties use the ORION network (Douglas, Sarpy, Pottawattamie, Cass, Washington,
Nemaha, Otoe, Pawnee, Richardson, Saunders, Dodge)

- Some antennas are simulcast (Sarpy’s antenna also broadcasts Douglas transmissions)
- Radios can change talkgroups within the system. Papillion police can talk to Omaha police

Site Frequencies

Site Location Data
Latitude: 41.1209 Longitude: -96.1022 Range: 13 Type: Inherited

Antenna at
Sarpy Courthouse

Papillion

. Springfield




Trunking System Basics

- Systems have single control channel/frequency and multiple “voice” channels

- Uses P25 protocol (designed for public safety systems)

- Radios are synced to the control channel (downlink frequency)

- Control channel tells the radio which “voice” channel to use when
broadcasting and listening on their TalkGroup

- Control channel also has an uplink frequency.
When a radio is about to broadcast, it sends a request on the uplink frequency
The control tells the radio which voice channel to use via the downlink frequency

Site Frequencies

855.1375 855.3875 855.7125 856.2375 856.8375

857.2375 857.9875 B858.2375c 858.9875c 859.2375c 859.7875C

Red is control channel (and alternates), others are “voice” channels
Uplink channel is not listed (derived from downlink channel -45 MHz)

https://www.taitradioacademy.com/topic/introduction-to-p25-trunking-1/



P25 Trunking System (GQRX waterfall)

Sarpy Control Channel. 0.5 mile away

-100 -80 -0 -40 -20

859.787.500 e




P25 Trunking System (GQRX waterfall)
Douglas Control Channel. 6-7 miles away

853.762.500 [EEREEN

853.0 853.2 B833.4 853.6 853.8 854.0 854.2 854.4 854.6




Monitoring Techniques

Dispatch transmissions are uploaded & archived to Broadcastify (30 min delay)
Live (delayed) feed is free, but accessing archives requires subscription (~$35/year)
Every time they modify their website, a new scraper has to be written

https://www.broadcastify.com/listen/feed/34786

US / Nebraska / Sarpy (County) [Omaha]

@ OFFICIAL FEED

Sarpy County LAW-WEST

This is the official Sarpy County Emergency Communications feed for the LAW-WEST talkgroup. This talkgroup is used byLavista Police Department and the Papillion Police
Department. Audio in this feed is delayed 30 minutes.

‘1" Live Audio @ Online - 2 listening &
@ 00:00
«) VoL @ @ /M Report ~ ® MyBCFY
Feed Details Feed Archives & Archives Page
@ static Audio URL START END PLAYS
Feed ID 34786 2an
Genre Public Safety 23 LIS P SIS EN 2
Status ONLINE ) (23h 37m) lmigs it A s LR g
Listeners 2 10:44 PM 0
un 23, 9:44 PM 10:14 PM [
[£ LISTENERS — LAST 24 HOURS Min O Max 4 Now 2 Jun 23, 8:14 PM . 5
m Jun 23, 8:44 PM 9:14 PM 0
un 23, 8:14 PM 8:44 PM [
un 23, 7:45 PM 8:15 PM 0
in 23, 7:15 PM 7:45 PM 0
coT



Monitoring Techniques

Download mp3 files from Broadcastify
Remove periods of silence with linux SoX

sox infile outfile silence -1 1 0.1 0% -1 1.0 0%

Muffled audio and cop talk (e.g. phonetic alphabet) can confuse Al voice to text.
TrunkRecorder Discord has discussions about this; using chatGPT with Whisper



Current Broadcastify Scraper

Uses this API call to grab list of redirect links to MP3 files,

For feedID 34786 and archived sat June 11, 2026:
https://www.broadcastify.com/archives/api/archives.php?feedld=34786&date=06/11/2026

ChatGPT wrote user-friendly python script to download MP3 files

Even with Premium subscription, archive downloads are capped (200? downloads a day)

Audio Splitter

ChatGPT wrote python script with PyDub
to extract audio segments from MP3 file

Potential app: Transcribe relevant audio to text with WhisperAl. Extract address from text



Monitoring Live Transmissions

B [ RTLsoRCoM B
mva QUICKSTART: RTL-SDR.COM/QSE
Requires 2 RTL-SDR dongles (2.5 MHz bandwidth)
1 dongle monitors the control channel, other dongle
monitors the voice channel. Can only listen to one voice
channel at a time, unless active voice channels are in

the same 2.5 MHz bandwidth

$55

https://www.rtl-sdr.com/buy-rtl-sdr-dvb-t-dongles/

Better hardware: AirSpy R2 has 10 MHz bandwidth.
If all voice channels & Control are in the same 10 MHz band,

AirSpy can record it all

$170

https://itead.cc/product/airspy/




Monitoring Live Transmissions
OP25 software

https://github.com/boatbod/op25

Simple P25 trunk decoder. Linux, command line, minimal display, minimal resources,
minimal metadata (no log files, no “length of call”’, encrypted calls ignored)

AC Bxfc WACN ©x58b2d SYSID Ox56 857.262500/812.262500 tsbks 261492
wvolce freguency 854.062500 tgid(s) 181 None 315.2s ago count 415
voice freguency 856.262500 tgid(s) 101 None 389.2s ago count 437
volce frequency 856.562500 tgid(s) 181 None 704.3s ago count 514
volce frequency 856.737500 tgid(s) 280 None B8.7s ago count 426
volce frequency 857.737500 tgid(s) 280 None 5.2s5 ago count 433
volce frequency 858.262500 tgid(s) 200 None 2.0s ago count 476
voice freguency 858.737500 tgid(s) 101 None 723.9s ago count 509
volce frequency 859.262500 tgid(s) 181 None 712.6s ago count 488
volce freguency 859.512580 tgid(s) 181 None 312.1s ago count 484
volce freguency 859.737580 tgid(s) 101 None 788.9s ago count 581

Frequency 858.262508(0) Talkgroup ID 200
Law Dispatch NB

20053

(fireg (h)old (s)kip (l)ock (q)uit (1-5)plot (,.=<=)tune



Monitoring Live Transmissions
Trunk-Recorder

https://github.com/TrunkRecorder/trunk-recorder

Requires editing several config files. Command line linux
Text output, but GUIs available. Can record web feeds also (Broadcastify)

Most popular, most documentation, Discord channel

Activities [ Terminal ~ Jun 12 01:16 Sh 0
*’ 5 Computes app config = Q E - = x Tk s - ->
<anfig.json = - - -
i Mgha 1 e 1 B v d
- w [ O w [ O
- - [ v T
H " andrewmohawk@ubuntu: fapp Q= o @
. 0 w W
@ Bl [ 2026-06-12 01:16:36.379741] (info) Control channel: 8.514568e+88 s i Lzt e
BN o=cin: 20 pecimz: 4 - =
» [2620-06-12 01:16:30.386242] (info) smartnet Trunking two-stage decimator - Initial decimated ra T oy ¥ O [—
te: 96008 Second decimated rate: 24800 FA: 6250 FB: 12000 System Rate: 1520000
é [2020-86-12 01:16:36.387178] (info) smartnet Trunking ARB - Initial Rate: 1920000 Resanpled Rate 5T - i 5
: 24886 Inltlal Decimatlon: 20 System Rate: 18608 ARB Rate: 0.75 brsTE DTaBLR ovte tooat
|al1ocating 15 zero-copy buffers
ﬁ [2020-06-12 01:16:30.617388] (info) [SHORTNAMEHERE] TG: SFPD A6 ( 13008) F O 0 ® [ 0
req: 8.518125e+08 MEURGIN ] T
[2620-86-12 01:16:38.617533] (info) [SHORTNAMEHERE]  TG: DPT AL ( 16464) F =
= req: B.528375e+88 — — = =
& [2626-66-12 61:16:33.423668] (info) - Retune falled, starting a new recording using a new seurce E
[2828-86-12 81:16:33.423182] (info)  [SHORTNAMEHERE]  TG: DPT A1 ( 16464) F
req: B.646375e+88 "
[2020-86-12 01:16:34.812651] (info)  [SHORTNAMEHERE] TG: DOPT AL ( 16464) F .
req: 8.528375e+08 Ending Recorded Call - Last Update: 4s Call Elapsed: 4 [ w [ . 0 0
[2020-06-12 01:16:34.012956] (info) [SHORTNAMEHERE] Deleting this call as it has a duration less - - - =1 52 3 saa
than minimun duration of @ TG: 0PT A1 ( 16464) Freq: 8.528375e+88 C e e * =T
3 all puration: 8s oo L = . . L] .
[l (2020-06-12 01:16:41.008208] (info) [SHORTNAMEHERE] TG: SFPD A6 ( 13008) F i g nI
req: 8.518125e+88 Ending Recorded Call - Last Update: 4s Call Elapsed: 11 | [ = = - -
[2626-06-12 01:16:41.688386] (info) [SHORTNAMEHERE] Deleting this call as it has a duration less st - wor ams T s T aos T
than minimun duration of @ T6: SFPD AG ( 13008) Freq: 8.518125e+08 C
all puration: 6s T ¥ - 5
[2620-86-12 01:16:42.886267] (info) [SHORTNAMEHERE]  TG: SFPD A6 ( 13888} F ":‘c'-' -"-1} -7 31 (-T-5
req: &.528375e+08
[2620-86-12 81:16:42.513998] (info) [ SHORTNAMEHERE ) TG: SFFD Al ( 14866) F w [ . % w _ .
Fogi o e sanii0n l o w4 oo u w33
. - ® [
oPsa s oPse w7
® [ - - -
orsa o1 ora ok 13

https://andrewmohawk.com/2020/06/12/trunked-radio-a-guide/ https://www.rtl-sdr.com/rdio-scanner-a-web-based-ui-for-trunk-recorder/



Monitoring Live Transmissions
SDRTrunk

https://github.com/DSheirer/sdrtrunk

Java based GUI. Not-so-easy setup, few guides available
Lots of log files and metadata

il Mm 4 b

Good install video: SignalsEverywhere channel: https://www.youtube.com/watch?v=UBrfqLcOE2U



SDRTrunk setup

@ @ github.com B ¥ sdrtrunk
« #1977 P25 FQSUID Improvements by @DSheirer in #1978

Release list « #1939 Duplicate Call Detector Enhancements & Unit Tests by @DSheirer in #1980

Version 0.6.1 (final) « #1981 P25P1 Foreign System IDEN_UPD_TDMA Message Support by @DSheirer in #1982
3 Revert Aliasing of Fully Qualified Identifiers Against Local ID by @DSheirer in #
) (P25) Audio Stops Playing While Calls Continue To Process by @DSheirer in #1986
5 Update to JDK 23 by @DSheirer in #1987

Ignores GPS positions with 0/0 latitude and longitude values. by @DSheirer in #1991

nightly « Improvements to icecast failure handling by @doug-hoffman in #1

Version 0.6.1 Beta 3

Version 0.6.1 Beta 2
Version 0.6.1 Beta 1

Version 0.6.0 (final)

» #1994 P25 Phase1 Missing Subsequent Calls Audio When Multiple Conversants On Same Traffic Channel by
Version 0.6.0 Beta 5 @DSheirer in #1995
Version 0.6.0 Beta 4 » #1996 P25P1 Traffic Channel Monitor Clears Allocated Traffic Channels by @DSheirer in #1997
Version 0.6.0 Beta 3 » #1914 P25 Talker Alias Support by @DSheirer in #2001

Version 0.6.0 Beta 2 2 P25 Fully Qualified Identifier Formattin...

Download zip from

Github Releases page Contributors
£Q@5NEQ
(Assets) el L

v Assets s

@ sdr-trunk-windows-aarch

indows-x86_64-v0.6.1.zip 1.5 MB Dec 3, 2024

@ sdrt

37 | Join discussion



Unzip. Navigate to Bin directory
Run the sdr-trunk binary

SDRTrunk Setup

File Edit View Go Bookmarks Help
B a m

sdr-trunk-linux-x86 64-v0.6.1 bin

( Back - N C

Places < | @ waffles

Computer
@ waffles
sdr-trunk
[&] File system
@ Documents

@ Music
@ Pictures
@videos
[& Trash

Network
@ Browse Netw...

4 items, Free space: 107.1 GB

sdr-trunk.bat




File View @ Screen Capture
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SDRTrunk Setup

Login to Broadcastify first

sdrtrunk - Playlist Editor

File View Screenshot
Playlists | Channels | Aliases | Streaming | Radio Reference
User Name: Expires: [v £¥ Login

Country State County
United States ¥ || Nebraska w || Sarpy

County Trunked Systems (7) | State Trunked Systems (1) | County Agencies (3) | State Agencies (15) | National Agencies (31)

System | Omaha Regional Interoperability Network (ORION)

Select county, |EErEET==
Protocol: Project 25 Phase Il Voice: APCO-25 Common Air Interface Exclusive

Radio system, s

. 0(0) 1(1) 1(1) Douglas Douglas County Simulcast
Anten na Slte 0(0) 1(1) 10 (A) Saunders Cedar Bluffs

01(0) 1(1) 11(B) Pawnee Steinauer

01(0) 1(1) 12 (C) Washington Telbasta

0 (0} 1(1) 13(D) Dodge Dodge County Simulcast

01(0) 1(1) 14 (E) Pottawattamie Pottawattamie County Simulcast

0(0) 1(1) 15 (F) Washington Washington County Simulcast

0(0) 1(1) 2(2) Douglas Elkhorn

0@ 1(1) 24(18) Sarpy  SarpyCountySimulcast
0(0) 1(1) 25 (19) Sarpy Sarpy County Jail

0(0) 1(1) 3(3) Washington Blair

0(0) 1(1) 4 (4) Sarpy Gretna

Frequencies Create Channel Configuration(s)

Type ¥ LCN Frequency Frequencies: m Selected

Contraol 858.23750 Configurations: m For Each Frequency

Control 858.98750 Control m TDMA Phase 2

Control 859.23750

Contral 859.78750 System Omaha Regional Interoperability Network (ORION)
854.61250 Site  Sarpy
855.13750
855.38750

855.71250
856.23750 New Alias List

Name  Control

Alias List

856.83750 Create Channel Configuration | || Go To Channel Editor
857.23750
857.98750




sdrtrunk - Playlist Editor

File View Screenshot

Playlists | Channels | Aliases | Streaming | Radio Reference

User Name Expires
Country State County
United States ~ | Nebraska Sarpy

County Trunked Systems (7) | State Trunked Systems (1) | County Agencies (3) | State Agencies (15) | National Agencies (31)

System | Omaha Regional Interaperability Network (ORION)

System View | Talkgroup View Create New Alias List X ]

Protocol: Project 25 Phase Il pCO-25 Common Air Interface Exclusive

Please enter an alias list name (max 25 chars) o
System RFSS Site County Name

00  1(1)  1(1) Douglas Douglas County Simulcast
0 (0) 1(1) 10 (A) Saunders Cedar Bluffs Name: | Sarpy Antenna|

0(0) 1(1) 11 (B) Pawnee Steinauer

0 1(1) 12(C) M Cancel
reate/name

- - 1(1) 14 (E) Pottawattamie Pottawattamie County Simulcast
N eW AI IaS L I St 15 (F) Washington Washington County Simulcast
) ) Douglas Elkhorn
Sarpy Sarpy County Simulcast
Sarpy County Jail
Blair

Gretna

Frequencies Create Channel Configuration(s)

Type Frequency Frequencies: m Selected

Control 858.23750 Configurations: m For Each Frequency

Contrel 856.96750 Control m TDMA Phase 2

Control 859.23750

Control 859.78750 System Omaha Regional Interoperability Network (ORION)
854.61250 Site | Sarpy
855.13750
855.38750
855.71250
856.23750 New Alias List
856.83750 Create Channel Configuration | || Go To Channel Editor
857.23750
857.98750

Control




Select “Talkgroup View”

Select your Alias list,
Select Talkgroups
You're interested in
(I select All)

Import Talkgroups
To your Alias List

File  View Screenshot

SDRTrunk Setup

Playlists | Channels | Aliases | Streaming | Radio Reference

Country
United States

State

~ || Nebraska

Trunked Systems (7) | State Trunked Systems (1) | County Agencies (3) | State Agencies {15) | National Agencies (31)

System B Regional Interoperability Network (ORION)

System View | Talkgroup View

Category | (All Talkgroups)

Talkgroup Description
00002 Sheriff - Dispatch
00003 Sheriff - Records
00004 West Dispatch
00005 Northwest Dispatch
00006 Northeast Dispatch
00007 Southeast Dispatch
00008 Southwest Dispatch
Sheriff - Rural Police
fiSe Dispatch
eriff - Civic Center
Sheriff - Event 1
Sheriff - Event 2
Sheriff - Event 3
Sheriff - Event 5/Training 1
Sheriff - Event 6/Training 2
Sheriff - Event 4
Sheriff - Criminal Investagations
Event 1
Event 2
Event 3
Event 4
Courthouse Maintenance
LE/FD

> Import To Alias List: [ Sarpy Antenna New Alias List

Search

sdrtrunk - Playlist Editor

User Name Expires:

County
~ || sarpy

V| Set Encrypted Talkgroups To Muted

Import All Talkgroups

Radio Reference Talkgroup Details

Talkgroup
Alpha Tag
Description

Mode

v

£* Login




File View

Playlists

Country

Channels | Aliases

United States

County Trunked Systems (7)

Screenshot

Streaming | Radio Reference

State

¥ || Nebraska

State Trunked Systems (1) | County Agencies (3) | State Agencies (15) | National Agencies (31)

System | Omaha Regional Interoperability Network (ORION)

System View | Talkgroup View

Protocol: Project 25 Phase Il

sdrtrunk - Playlist Editor

User Name

County
~ || sarpy

Voice: APCO-25 Commeon Air Interface Exclusive

Expires

v

£* Login

0(0)
0(0)
0(0)
0 (0)
0(0)
0(0)
0(0)

1(1)
1(1)
1(1)
1(1)
1(1)
1(1)
1(1)
1(1)

System RFSS

Site

1(1)
10 (4)
11(8)
12 (C)
13(D)
14 (E)
15 (F)
2(2)

County
Douglas
Saunders
Pawnee
Washington
Dodge
Pottawattamie

Washington

Douglas

Name
Douglas County Simulcast
Cedar Bluffs
Steinauer
Telbasta
Dodge County Simulcast
Pottawattamie County Simulcast
Washington County Simulcast
Elkhorn

0 (0) 1(1) 25(19) Sarpy Sarpy County Jail
0 (0) 1(1) 3(3) Washington Blair
0 (0) 1(1) 4(4) Sarpy Gretna
Fre Create Channel Configuration(s)
Type v Fraquency Frequencies: ([ Selected | All
Control 9 50 Configurations: m For Each Frequency
Control 10 858.9875
Control m TDMA Phase 2
Control 11 859.23750
Control 12 859.78750 System | Omaha Regional Interoperability Network (ORION)
1 854.61250 Site | Sarpy
2 855.13750 Name | Control
3 855.38750
Alias List v
4 855.71250
5 856.23750 New Alias List
6 856.83750 Create Channel Configuration | |/ Go To Channel Editor
7 857.23750
8 857.98750



SDRTrunk Setup

sdrtrunk - Playlist Editor

File View Screenshot

Playlists | Channels | Aliases | Streaming | Radio Reference

Search: View Channels: m Playing Auto-Start

Site Name Frequency Protocol Playing Auto-Start New ~

Omaha Regional Intero... Sarpy Control b .. P25 Phase 1 Play b tton

Clone

Will load channels
Into SDRTrunk
GUI

System = Omaha Regional Interoperability Network (ORION) Auto-Start
Site | Sarpy Start Order > ay
Name | Control Alias List | Sarpy Antenna New Alias List
s After hitting Play
858.2375 Add Preferred Tuner | (none) Button, yOU Can CIOSe

858.9875 Remove | frequency Rotation Delay (ms) | 4] 400 PIayIlSt Editor window

859.2375 Remove

Frequencies (MHz)

859.7875 Remove
¥ Decoder: P25 Phase 1 (also used for P25 Phase 2 system with FDMA control channels)
Modulation | carm [JIESIM Max Traffic Channels | 4| 20 » Ignore Data Calls
C4FM: repeaters and non-simulcast trunked systems. LSM: simulcast trunked systems,

» Logging
» Recording




Select Playlist
Editor

File View @ Screen Capture Af-

SDRTrunk

After setup, every time you run SDRTrunk

sdrtrunk v0.6.1 - Airspy 744C6

v ala,
oyt oy

Allocated Memory:

Channel Name: | Refresh

Used Memory: Event Logs:



SDRTrunk

Select Channels Tab. Then select your imported network. Then hit Play. Then close window

sdrtrunk - Playlist Editor

File View reenshot
Playlists | Channels | Aliases | Streaming | Radio Reference

Search: View Channels: i Auto-Start

System Frequency Protocol  Playing | Auto-Start New ~
Clone

Delete

System | Omaha Regional Interoperability Network (ORION) Auto-Start

> Play
Site | Sarpy Start Order

Name | Control Alias List | Sarpy Antenna New Alias List
¥ Source

B858.2375 Add Preferred Tuner | (none)

) 858.9875 Remove Frequency Rotation Delay (ms) | 4 | 400
Frequencies (MHz)

859.2375 Remove

859.7875 Remove
¥ Decoder: P25 Phase 1 (also used for P25 Phase 2 system with FDMA control channels)
Modulation | CAFM m Max Traffic Channels | 4| 20 » lgnore Data Calls
C4FM: repeaters and non-simulcast trunked systems. LSM: simulcast trunked systems.

» Logging
» Recording




Broadcasts

| usually select
Control channel

Metadata

| usually select
Events tab

File View @ Screen Capture At

SDRTrunk

sdrtrunk v0.6.1 - Airspy 744C60C8-215B8E4F

85501219

CONTROL
ACTIVE
ACTIVE
DATA

Details | Events Messages Channel

Filters Clear History: —
=}

Time

ted Memor




SDRTrunk Logs

sdrtrunk - Playlist Editor
File View Screenshot

Playlists | Channels | Aliases | Streaming | Radio Reference

Search View Channels: m Playing | Auto-Start

System Site Name Frequency Protocol Playing = Auto-Start New ~
Omaha Regional Intero... Sarpy Control 858.2375, B... P25 Phase 1 Glorg

Delete

In PlayList Editor,
Channels

System | Omaha Regional Interoperability Network (ORION) Auto-Start

P piay
Site | Sarpy Start Order

Tu rn O n Log g i n g Name | Control Alias List | Sarpy Antenna

New Alias List
S
859.2375 Remove

859.7875 Remove

¥ Decoder: P25 Phase 1 (also used for P25 Phase 2 system with FDMA control channels)
Modulation | C4FM m Max Traffic Channels | « | 20 y \gnore Data Calls
C4FM: repeaters and non-simulcast trunked systems. LSM: simulcast trunked systems.
¥ Logging
Call Events
Decoded Messages
Traffic Channel Call Events
Traffic Channel Decoded Messages

» Recording




Log files are created
for every call event.

LOTS of log files thru-out

the day.

But we are only interested

in Control channel log

waffles@junco:~/SDRTrunk/event_logs$ s
total 2.1M

-TW-TW-
-TW-TW-
-TW-TW-
~TW-TW-
-TW-TW-
-TW-TW-
-TW-TW-
~TW-TW-
-TW-TW-
-TW-TW-
-TW-TW-
T W~
-TW-TW-
-TW-TW-
-TW-TW-
~TW-TW-
~TW-TW-
-TW-TW-
-TW-TW-
-TW-TW-
~TW-TW-
-TW-TW-
-TW-TW-
-TW-TW-
~TW-TW-
-TW-TW-
waffles@]unco ~/SDRTrunk/event_logs$ I

r-

| T T T T T YT Y T T IOTYTIOTYTSIOTYIOTTRE Y TYOTYSIOTYSIOTYTSIOTYSIOTYTOTY OTY O,
LT T T T T T T T S S N TN T S N T T S T T T TR B |

el el e e G e e e e ]

1

SDRTrunk Log Files

Sometimes the Log format changes with version changes,
Have to rewrite the scraper. Default location is home dir /SDRTrunk/event logs

waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
wasfTtes
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles

waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
LT Les
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles
waffles

362K
452K
251
150K
96
518K
638
FoK
96
92K
96
148K
346
9.7K
96
27K
214
87K
96
111K
96
23K
251
48K
96
2.2K

Jul
Jul
Jul
Jul
Jul
Jul
i
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

PR R R e e R e e S e e e R e e e e

-1h

22:
22:
22:
22:
22:
o9
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

= =

59
59
58
58
57

58
58
58
58
58
58
58
58
58
58
58
59
58
59
59
59
59
59
59
59

20260701 225756.
20260701_225756.
20260701 225758«
75758,
202060701 225758.
20260701_225758.
20260701_225807.
20260701 225807.
20260701 225808.
20260701_225808.
20260701_225836.
20260701 225836.
20260701 225838.
20260701 225838,
20260701_225838.
20260701 225838.
20260701 225843.
20260701 225843,
20260701_225843.
20260701_225843.
20260701 225908.
20260701 225908.
20260701_225912.
20260701_225912.
20260701 225916.
20260701 225916.

20260701

055 ® Hz_Control call events.log
055 B.MZVControl_decoded_messages.log

@71 855712500 _Hz_T-
622 855712500 Hz T-
678 856237500 Hz T-
678_856237500_Hz_T-
962_857237500_Hz_T-
963 857237500 Hz T-
379 855137500 Hz T-
379_855137500_Hz_T-
175_855387500_Hz_T-
175 855387500 Hz T-
061 857987500 Hz T-
061 857987500 Hz T-
473_855712500_Hz_T-
473 855712500 Hz T-
110 857237500 Hz T-

110 857237500 Hz T

Control_call_events.log

Control _decoded messages.

Control call events.log

Control_decoded_messages.

Control_call_events.log

Control _decoded messages.

Control call events.log

Control_decoded_messages.

Control_call_events. log

Control _decoded messages.

Control call events.log

Control decoded messages.

Control_call_events. log

Control _decoded messages.

Control _call events.log

-Control_decoded messages.
725 855137500 Hz T-
725 855137500 Hz T-
175 855712500 Hz T-
175 855712500 Hz T-
320 855387500 Hz T-
320 855387500 Hz T-
610 857237500 Hz T-
610 857237580 Hz T-

Control_call_events. log

Control_decoded_messages.

Control _call events.log

Control decoded messages.

Control_call_events.log

Control_decoded_messages.

Control _call events.log

Control decoded messages.

log
log
log
log
log
log
log
log
log
log
log

log



SDRTrunk Control Channel Log
Time of call. Length of Call. Talkgroup. RadiolD, etc.

TIMESTAMP,DURATION_MS,PROTOCOL ,EVENT,FROM,TO, CHANNEL_NUMBER , FREQUENCY ,TIMESLOT ,DETAILS,EVENT_ID
,"[OPD SE Disp] (7)","2-753","0.000000","","PHASE 1 CHANNEL GRANT ","1412648812"
,"[SarpyCo LE EastE] (4202)","2-752","0.000000","","PHASE 1 CHANNEL GRANT ", "602983270"

158" ,"","APCO-25","Group Call”,"","[OPD SE Disp] (7)","2-752 TS2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","1830790883"
22:57: s

22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:
22:57:

"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"'2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"'2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"'2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"'2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:
"2026:07:01:

22:57:
22:57:
22:57:

58","" "APCO-25","Group Call”,"”
58",""  "APCO-25","Group Call”,""

58","","APCO-25","Group Call”,”","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"

58","", "APCO-25","Data call","",’

,"0-837","856.237500","TS:

,"TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"
5g","","APCO-25","Data Call","","","0-837","856.23750@","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","307","APCO-25","Group Call","”","[SarpyCo LE EastE] (4202)","2-752 TS1","855.71258@","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"
58","307","APCO-25","Group Call","41083","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"
58","298","APCO-25","Group Call","","[OPD SE Disp] (7)","2-752 TS2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","18308790883"

58","348","APCO-25","Data C

alr, e,

,"8-837","856.237500","T5:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","340","APC0O-25","Data Call","","","@-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"
58","455","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
58","455","APC0O-25","Group Call"”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT "
58","455","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","T5:1","PHASE 2 CHANNEL GRANT "
58","586","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT "
58","586","APC0O-25","Group Call"”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT "
58","630","APC0O-25","Group Call”,"","[OPD SE Disp] (7)","2-752 TS2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","1830790883"
58","655","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","T5:1","PHASE 2 CHANNEL GRANT "
58","655","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
58","755","APC0O-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
58","755","APC0O-25","Group Call"”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT "
58","755","APCO-25" ,"Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT "
58","677","APCO-25","Data Call","","","@-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","677","APCO-25","Data Call","","","0-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","905","APCO-25","Group Call","”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
58","905","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712568","TS:1","PHASE 2 CHANNEL GRANT

58","979","APCO-25","Group Call","","[OPD SE Disp] (7)","2-752 Ts2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","1830790883"
58","1005","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"
58","1005","APCO-25","Group Call","41003","[SarpyCo LE EastE] (4202)","2-752 TS51","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"

58","978","APCO-25","Data C

all”,"",

"®-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","978","APC0O-25","Data Call","","","®-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","1155","APC0O-25","Group
58","1155","APC0O-25","Group
58","1155","APC0O-25","Group
58","1226","APCO-25","Group
58","1255","APC0O-25","Group
58","1255","APC0O-25","Group
58","1356","APCO-25","Group
58","1356","APCO-25","Group

58","1585","APC0O-25","Group
58","1505","APCO-25","Group
58","1505","APC0O-25","Group
58","1574","APC0-25","Group
58","16085","APCO-25","Group
58","1605","APCO-25","Group

58","1582","APCO-25","Data Call","","

call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","T
call”,"41003","[SarpyCo LE EastE] (4282)","2-752 T51","855.712500","T

2
s
3
3
2
3

s

3

","1444830408"

"1444830408"
"1444830408"
"1444830408"
"1444830408"

"1444830408"

","1444830408"
","1444830408"

"1444830408"
"1444830408"

","1444830408"
","1444830408"

","PHASE 2 CHANNEL GRANT ","1444830408"
","PHASE 2 CHANNEL GRANT ","1444830408"

call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"
call”,”","[OPD SE Disp] (7)","2-752 TS2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","1830790883"
call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT

call”,"41083","[SarpyCo LE EastE] (4202)","2-752 T51","855.712500","T

","PHASE 2 CHANMNEL GRANT

call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
58","1273","APCO-25","Data Call","","","8-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"
58","1273","APC0O-25","Data Call","","","8-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"
call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,”"","[OPD SE Disp] (7)","2-752 TS2","855.712580","TS:2","PHASE 2 CHANNEL GRANT ","1830790883
call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT

,"@-837","856.237500","T5:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"

58","1582","APC0O-25","Data Call","","","8-837","856.237500","TS:1","TDMA PHASE 2 DATA CHANNEL ACTIVE","1219771943"
call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call"”,"41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","T5:1","PHASE 2 CHANNEL GRANT
call”,"","[OPD SE Disp] (7)","2-752 TS2","855.712500","TS:2","PHASE 2 CHANNEL GRANT ","1830790883
call","41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT
call”,”41003","[SarpyCo LE EastE] (4202)","2-752 TS1","855.712500","TS:1","PHASE 2 CHANNEL GRANT ","1444830408"

58","1755","APC0O-25","Group
58" ,"1755","APC0O-25","Group
58","1839","APC0O-25","Group
58","1855","APC0O-25","Group
58","1855","APC0O-25","Group

"

,"1444830408"
,"1444830408"
,"1444830408"
,"1444830408"

,"1444830408"
,"1444830408"
,"1444830408"

,"1444830408"
,"1444830408"
,"1444830408"

,"1444830408"

,"1444830408"



Inspired by SchmooCon 2024 Talk

P25 Control Channel Analysis

LOTS of interesting data on the Control Channel

ransmissions: Talkgroup and radio ID for each
transmission

Registration: When every radio is turned on and off

* Radios are dedicated to vehicles and sometime to people

Affiliation: Each radio that is listening to a talkgroup

SHMOOCON 2014

There are also ACTIVE things you can do...

'J | - .l January ;14
SHIMECOCOME22024

ShmooCon 2024 Talk - Going Meta: Pulling info from encrypted radios

Robotastic ]
. 2.54K subscribers [{b 86 q A> Share EI Save




Metadata Analysis
- Encryption prevents us from hearing WHAT is happening

- Based on time & length of call, active Talkgroup, and active RadiolD’s,
We can still infer WHO and WHEN

- Using Broadcastify feeds, can we eventually associate RadiolD’s to their
specific radios. Dispatch, squad cars, SWAT (ERU), Helicopter, etc.

- If SWAT or the helicopter starts broadcasting, we know something
exciting (news worthy) is happening. Python can send alert if TG of interest
becomes active

- When Mutual Aid, Metro, or “Common” talkgroups become active,
usually means multiple agencies working together (e.g. pursuit)



Voice Callsigns & Terminology help us associate
RadiolD to its broadcaster

Sarpy County Papillion Police
Sherif's Office Department
« District 3xx: East SCSO Deputies * 2xx: Papillion Road Officer
 District 900: East SCSO Sergeant * Sam20: Papillion Sergeant

+ King24: Papillion K9 Officer

District 5xx: West SCS0 Deputi
Lt i + Paul Unit: Papillion Command

* District 950: West SCSO Sergeant

« District 606: SCSO Deputy assigned St
to Gretna
« King 1/King 2: 5CSO K9 Deputies
* COxx: Corrections Officer
La Vista Police Bellevue Police
Department Department
« 1xx: La Vista Road Officer « 7xx: Bellevue Road Officer
« 1x0: La Vista Sergeants « 79x: Bellevue K9 Officer
« Lincoln Unit: La Vista Command Staff « 700: Bellevue South Sergeant
« 800: Bellevue North Sergeant
« Command10: Bellevue Lt.
Signals: Units
« Signal 1: Valid « King: K9
« Signal 2¢: Felon/Convicted Felon + Solo: Motor Unit
« Signal 3: Misdemeanor Warrant « Tom: Traffic Unit
« Signal 4: Suspended/Revoked « Charles: Court Security
« Signal 5: Stolen « Victor: Narcotics
« Signal 6: Felony Warrant « Ida: Investigators
« Signal 7: Narcotics « Williams: Warrant Team
« Signal 88: Scene Secure/Safe/OK + Robert: School Resource Officer/Crime
« Signal 66: Gang Member Prevention/Sarpy Lt./Command

« X-Violent Party
« ETOH: Intoxicated

Omaha Scanner
https://www.nossmedia.com/sarpy-county-police-agencies



Parse the log file for relevant info

Linux-fu: tail -fn0 logfile.log | grep or python script
to analyze live log files

I’m only interested in West Sarpy calls, Papillion (less radio traffic)

tail -fnO control.log | grep -E ‘SarpyCO LE West|Papillion|Lavista’ | python radiolD.py

Sarpy West Dispatch RadiolD’s: 41004 - 41008



Alert if Sarpy West Dispatch broadcasts,
Papillion and Lavista responses

from datetime import datetime

callid _dict = {}
f = open("sarpy_log.txt", "w")

while(s := input()):
#print(s)
s = s.replace('"','")
call_data = s.split(',")
#print(call_data[4])
radio = call_data[4]
if call_data[18] not in callid_dict:

pl—-i_nt{"'\n********************************************************************************‘\n"}
pl—-i-nt("'\\n********************************************************************************\\n" s filezf)
callid dict[call _data[18]] = 1

match radio:

case '41004' | '41801' | '41802' | '41083' | '41005' | '41006' | '41@887' | '41008':
radio = 'Dispatch'’
case '41446' | '41455' | '41476' | '41477' | '41483' | '41488' | '41491' | '42822' | '42826' | '42836'
| '42850' | '42856' | '42876' | '42973' | '43021' | '43@22' | '43024' | '43038' | '43039' | '43067' | '43068'
| '43069' | '43094' | '42776':
radio = 'PapioPD’

case '42846' | '43423' | '42941' | '43031' | '41647' | '42985' | '43130' | '41673' | '41658' | '42252'
| "41677':
radio = 'LavistaPD'

time_format = "%¥Y:%m:%d:%H:%M:%5"
call_time = datetime.strptime(call_data[®], time_format)

print(radio, call_data[1], call_data[5], call_time, call_data[106], sep=", ")
print(radio, call data[1], call _data[5], call time, call _data[1@], sep=", ", file=f)




Relevant (“news” worthy) Dispatch Calls

- Dispatch calls greater than 3-5 seconds are usually crime related,
shorter calls are usually time announcements and ACKs (10-4)

- Python audio extractor appends length of audio to the new sound files.
We can easily search for calls longer than 5 seconds

- Use WhisperAl to transcribe these to text

- This process Is easier at night; less crime, less radio traffic



Dispatch “Calls” (greater than 5sec) per shift

Rows with DURATION_MS = 5000 by 12-hour time period

u
2z
o
.
=}
b
U
=)
=
E
=
=

12-hour time period

Generated with SDRTrunk logs and ChatGPT



Physical Access Red Teaming (B&E)

- Conduct an operation during low radio traffic time-period
(late nights)

- During the penetration, a few minutes after breaching the locks,
If we see a live Dispatch call lasting longer than 5 seconds,

and we see local police responding,

we can assume the call is for us, alarm was triggered

- But monitoring dispatch won’t protect us from wandering/patrolling
squad cars, doing “business checks” and “special attention”



RF Proximity Detection

Tire Pressure Monitoring System
Majority of squad cars are Ford Explorers

E ¢ ol
L Ty

D@Eﬂ / )

PAPILLIOY

- 315 MHz
- Only broadcasts every few minutes (2min?) when moving
- Every 6 hours when stationary

- Low signal strength, ~50 ft detection with a strong antenna
- rtl_433/src/devices/tpms_ford.c

Sensor reset tool TPMS
(Needed to activate)



RF Proximity Detection
Helicopter

N402PD Ye & BTA
BLAIR, NE :
LANDED OVER 3 DAYS AGO THURSDAY 02-JUL-2026 THURSDAY 02-JUL-202
e isied 07:33PM CDT 09:12PM CD

View track log 1h 39m total travel time

) Get Alerts

Are you the operator of this aircraft?
Interested in seeing when your aircraft is powered on and watching it taxi on a live
surface map? FlightAware Global is the ultimate aviation toolkit for aircraft owners
and tors. Landing
07:33PM CDT 09:12PM CDT
Discover FlightAware Global Scheduled 07:36PM COT Scheduled 09:14PM CDT

S —

v Show Features

Aircraft Details

Aircraft Information

Aircraft Type

Flight Data £

N402PD (Mode S Code: A4B558)

N240PD (A23148)

N340PD (A3BE97
( ) Flightaware can send alerts for departures

Live track with your own RTL-SDR & Dump1090
Or use online ADS-B trackers
https://www.adsbexchange.com/



RF Proximity Detection
Drones

- All drones In the US must broadcast
OpenDronelD

- Real time telemetry; drone GPS location,
operator’s GPS location

- 4 different broadcast methods slies
Bluetooth Legacy Advertising (Bluetooth 4.x) one Program Adds New Capabilities
Bluetooth Long Range with Extended Advertising (Bluetooth 5.x)

Wi-Fi Neighbor-aware Network (Wi-Fi NaN)

Wi-Fi Beacon (vendor specific information element in the SSID beacon frame)

- Some android apps claim to scan for these signals
Specialized hardware or newer ESP32 can/could detect
- DroneTag RIDER (~$1000)




Drones & ALPR

- Use your own drones & Al for
detecting squad cars in the area

“Vehicle detection in drone aerial views based on lightweight OSD-YOLOv10”
https://www.nature.com/articles/s41598-025-09825-y

- DIY (RasPi) License Plate readers at access roads

https://github.com/openalpr/openalpr
https://medium.com/@alexey.yeryomenko/automatic-number-plate-recognition-with-raspb erry-pi-elac8a804c79

Car number usually listed on roof. Newer cars are more covert (all black)



RF Proximity Detection
Bluetooth

Inspired by DefCon31 talk, tracking Axon bluetooth signals
Axon cams, taser, gun holsters, etc, transmit BT signals

RTEM - OUI |

0025 DF Taser International Inc.
Registered 2010

Taser International
IncC.

Block size 2724
- 16 Million

1 |

DEF CON 31 - Snoop On To Them, As They Snoop On To Us - Alan Meekins

DEFCONConference .
@ 402K subscribers K LR > share [ save

https://www.youtube.com/watch?v=c0O1JSzAdPM8



RF Proximity Detection
Axon Bluetooth (OUI 00:25:DF) Wigle.net Android App

Search for networks aﬂ:;ﬁ:dl:ﬂa:amcs? 2020-06-17 - 2020-06-17
i Q0S:0 typs: BLE

= WiFi ({A}) Cell * BT 00:25:d1:08:a7:€09  2020-07-09 - 2020-07-10 N i

Q0S: 0 type: BLE ot o

N = 00:E25:df:03:db:74? 2020-11-06 - 2020-11-06
Lat: = 41.0951 to: | 41.352

QoS:0 type: BT HILLSBOROUGH
Lon: = 96.1916 to:  -95.862 00:25:01:02:73:6€7  2019-12-07 - 2019-12-07

: QoS: 0 type: BLE @

Last Updated: 00:25:df:0:55:7 9 2020-07-08 - 2020-07-08 ;
DIAMOND HEAD  Gregh

QoS: 0 type: BLE Meadows

£ ENT CREE
00:25:d1:0c:61:3c9  2019-08-16 - 2019-08-16 By | CREEK

BSSID/MAC: | 00:25:df

Network Name (wildcards': % and _): QoS: 0 type: BLE S o=
.
00:25:01:00:30:947  2019-08-18 - 2019-08-18 [0 Bo!
PIEDMONT AN
; QoS: 2 type: BLE g WYCLIFFE
Only Nets | Was the First to See 00:25:df:0:do:b8?  2019-04-09 - 2022-09-20 5'6‘_‘, = e WEST OMAHA ™,

ACIF

@ Jumel
y
L

=
QoS: 0 type: BLE
s A—— =)
Query 00:25:df:11:35:a5 2020-02-22 - 2020-02-22 L]

o006

e . : Q0S: 0 type: BLE SAMBRUST
%" 0-or-mere characters, ’_": a single character. 00:25:0f:11:31:219  2019-12-08 - 2019-12-08 gt

QoS: 0 type: BLE E%

3, ‘ @
00:25:df:11:6¢:1dP 2020-06-21 - 2020-06-21 \ n &
g L © MERCHANTS .-
3. QoS:0 type: BLE @D E i = WIERCREST gy
00:25:df:11:72:9d P 2020-06-12 - 2020-12-08 - .. @u ‘ unnwu@
i L

STONYBROOK D
QoS: 0 type: BLE

3 , hcnoos e T

¢ MILLARD PLEWOO L )

00:25:d1:11:73:399  2020-02-22 - 2020-02-22 = HEIGHTS (g F L LG @ @
&

; Q0S: 0 type: BLE B ;
00:25:df:11:7¢:612  2020-08-19 - 2020-08-20 : La Vista 7 @

: QoS: 0 type: BLE
00:25:d1:14:53:c0 2 2025-03-27 - 2025-04-01 |
~ AVERY

e Qo5:2 tms: BLE NORTH SHORE o = i @
00:25:df:14:53:e1 2023-11-16 - 2024-03-13 x i r PapiHibn = / \ llevue

QoS: 0 type: BT = L)
00:25:df:14:53:e1 2023-11-16 - 2023-11-21

AR

() mesTmonT / : — = ]
QoS: 0 type: BT < 3 G @
00:25:d1:14:54:16 P 2023-07-23 - 2023-07-23 A

Bluetooth occasionally on. OPD uses it (detected several signals at CWS crowd
Never detected from cruising Sarpy agencies
“Police advised to disable bluetooth on Axon body-worn cameras to avoid detection by criminals”

https://www.abc.net.au/news/2026-05-08/police-advised-turn-bodycams-to-flight-mode-over-security-flaw/106654330




RF Proximity Detection
Axon Scanning during CWS

wafﬂes@]uncn‘~/Desktop$ grep -a "00:25:df" WigleWifi_20260629165034.csv
(¢] iB7:73: ﬁb »[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-22 23:

:28,157,5785,-91,41.26586032396156, -95.93473006513459,277.5009765625,6.432000160217285, , ,WIFI

» [WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None ][ESS],2026-06-22 2 7,157,5785,-80,41.26582888333281,-95.93429141638367,279.356201171875,7.504000186920166, , ,WIFI
i87:7 b,,[NPAZ-PSK-NDne+G(MP-256+C(MP+NDne][RSN-PSK-NDne+G(MP-256+C(MP+NDne][ESS],2026-36-22 23:17:44,157,5785,-72,41.26581202699084, -95.93414208323001,279.35302734375,6.432000160217285, , ,WIFI
196:98:60, ,Uncategorized;10,2026-06-22 23:18:07,,7936,-95,41.2658015651021,-95.93379859999554,275.919921875,7.504000186920166, , ,BLE

:87:58:bd, ,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-22 23:19:23,149,5745,-81,41.265847191000226,-95.93262593721555,269.6710205078125,5.360000133514404, , ,WIFI
:87:58:bd, ,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-22 23:19:27,149,5745,-75,41.26585720527098,-95.93254837261317,271.10369873046875,5.360000133514404, , ,WIFI
:87:38:¢9,,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-22 23:19:31,153,5765,-89,41.26586800340823,-95.93248649551504,270.69921875,5.360000133514404, , ,WIFI

:87:3 9, ,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None ] [ESS],2026-06-22 2 0,153,5765,-82,41.26591273537232,-95.93235333406454,269.4642333984375,6.432000160217285, , ,WIFI
187:5 5, ,[WPA2-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None ] [ESS], 2026-06-22 23:19:59,157,5785,-79,41.26598795368172,-95.93218507613693,269.844970703125,6.432000160217285, , ,WIFI
HEXH] 4,,M1sc,2026-06-22 23:20:13,,,-104,41.265955021175465,-95.93196006883599,274.534423828125,6.432000160217285, ,845,BLE

:b9:ed:40, ,Misc,2026-06-22 23:20:28,,,-92,41.265974279772095,-95.93176602918221,272.83154296875,5.360000133514404, ,845,BLE

:87:58:bd, ,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-22 23:20:52,149,5745,-85,41.265938093501624,-95.93150088831665,276.37811279296875,6.432000160217285,, ,WIFI
:43:0a:44,,Misc,2026-06-23 00:23:34,,,-100,41.266009487542,-95.93110165194724,268.4835205078125,3.2160000801086426, ,845,BLE

:c3:a6:81, ,Uncategorized;10,2026-06-23 00:24:00,,7936,-97,41.26599144283667,-95.93112942827273,270.65216064453125,6.432000160217285, , ,BLE

1c3:a6:81, ,Uncategorized;10,2026-86-23 0 4,,7936,-97,41.26594733081112, -95.9311487123938,269 . 90655517578125,6.432000160217285, ,845 ,BLE
:196:93:4a, ,Uncategorized;10,2026-06-23 0 3,,7936,-94,41.2659468852854, -95.93124783902255,270.916015625,9.648000717163086, , ,BLE
:96:8b:fe, ,Uncategorized;10,2026-06-23 00:24:53,,7936,-90,41.2659468852854,-95.93124783902255,270.916015625,9.648000717163086, , ,BLE

:87:5f:25,,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None ][ESS],2026-06-23 00:25:08,157,5785,-88,41.2659526815229,-95.93140181096626,267.6751708984375,10.720000267028809, , ,WIFI
:43:8a:44, ,Misc,2026-06-23 00:25:30,,,-93,41.265931502446044,-95.9318692823953,264.07084345703125,9.648000717163086, ,845,BLE

:87:75:19,,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-23 00:26:04,149,5745,-86,41.26595271312317,-95.93258712532125,264.7188720703125,9.648000717163086, , ,WIFI
:87:5F:25,,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-23 00:26:52,157,5785,-90,41.26596293310151,-95.93251296285675,269.3887939453125,9.648000717163086, , ,WIFI

187:5 5, ,[WPAZ-PSK-None+GCMP-256+CCMP+None][RSN-PSK-None+GCMP-256+CCMP+None][ESS], 2026-06-23 8,157,5785,-71,41.265708023518044,-95.93198970779596,273.9578857421875,9.648000717163086, , ,WIFI
i87:5 , » [WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS], 2026-06-23 0,149,5745,-89,41.265129285205596,-95.93182221942122,278.0411376953125,3.2160000801086426, , ,WIFI
i87:5 7, ,[WPA2-PSK-None+GCMP-256+CCMP+None][RSN-PSK-None+GCMP-256+CCMP+None ] [ESS],2026-086-23 8,157,5785,-92,41.26412551972046,-95.93185692853683,281.61956787109375,3.2160000801086426, , ,WIFI

:9c:d8:f3,,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:12,153,5765,-85,41.26400547118282,-95.93188643558314,280.795166015625,4.288000106811523,, ,WIFI
:b6:51:bf, ,Uncategorized;10,2026-06-23 00:29:14,,7936,-99,41.26394290068101,-95.93187803388393,281.643310546875,4.288000106811523,, ,BLE

:b6:51:bf, ,Uncategorized;10,2026-06-23 00:29:15,,7936,-102,41.263916573347544,-95.93187287164933,281.82061767578125,4.288000106811523, ,845,BLE

:96:68:6a, ,Uncategorized;10,2026-06-23 00:29:18,,7936,-86,41.26386720647092,-95.93187920453558,278.3621826171875,5.360000133514404, , ,BLE

:b6:51:bf, ,Uncategorized;10,2026-06-23 00:29:20,,7936,-92,41.26383572649692,-95.93188752146011,276.2696533203125,5.360000133514404, ,845,BLE

1, ,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:29,153,5765,-88,41.263670124037795,-95.93195189578657,268.93402099609375,7.504000186920166, , ,WIFI
i87:5 » » [WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 O 3,149,5745,-82,41.26355952412374,-95.9319885626297,270.0421142578125,8.576000213623047, , ,WIFI
:87:51:c9,,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:33,157,5785,-90,41.26355952412374,-95.9319885626297,270.0421142578125,8.576000213623047, , ,WIFI
:b6:52:29,,M1sc,2026-06-23 00:29:35,,,-95,41.26349893881609,-95.93199836919013,270.8529052734375,10.720000267028809, ,845,BLE

:87:4a:3f, ,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None ] [ESS],2026-06-23 00:29:37,157,5785,-86,41.26342844414378,-95.93200111514058,270.28466796875,9.648000717163086, , ,WIFI
:87:36:7b, ,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None ] [ESS],2026-06-23 00:29:37,165,5825,-88,41.26342844414378,-95.93200111514058,270.28466796875,9.648000717163086, , ,WIFI
:87:6a:al,,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:37,161,5805,-91,41.26342844414378,-95.93200111514058,270.28466796875,9.648000717163086, , ,WIFI
e,,Misc,2026-06-23 00:29:40,,,-99,41.263318392437334,-95.93199266366142,273.8780517578125,9.648000717163086, , ,BLE

i87:5 1, ,[WPAZ-PSK-None+GCMP-256+CCMP+None][RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:40,153,5765,-80,41.263318392437334,-95.93199266366142,273.8780517578125,9.648000717163086, , ,WIFI
:43:8b:79, ,Uncategorized;10,2026-06-23 00:29:44,,7936,-102,41.26319014932704,-95.93195806188979,276.7037353515625,11.791999816894531, , ,BLE

:87:4a:3f, ,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None ] [ESS],2026-06-23 00:29:44,157,5785,-78,41.26319014932704,-95.93195806188979,276.7037353515625,11.791999816894531, , ,WIFI
:43:0b:79, ,Uncategorized;10,2026-06-23 00:29:45,,7936,-101,41.26315794562657,-95.9319468570082,277.58380126953125,11.791999816894531, ,845,BLE

:43:8b:79, ,Uncategorized;10,2026-06-23 00:29:50,,7936,-92,41.26301805525221,-95.93186994994373,285.1678466796875,13.93600082397461, ,845,BLE

:87:34:55,,[WPA2-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:29:56,157,5785,-82,41.26293848328873,-95.93174493329616,288.17303466796875,15.008000373840332, , ,WIFI
5, ,[WPAZ-PSK-None+GCMP-256+CCMP+None ] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-06-23 00:308:00,157,5785,-75,41.262865843975156,-95.93172878856643,287.46270751953125,15.008000373840332,, ,WIFI
0,,Misc,2026-06-23 00:30:05,,,-98,41.26269650971522,-95.93175064076554,281.,3841552734375,16.079999923706055, ,845,BLE

:87:56:f1,,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-23 00:30:17,153,5765,-87,41.26225761555729,-95.9317755857136,284.6689453125,18.224000930786133, , ,WIFI
:86:fb:75,,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-23 00:36:24,161,5805,-91,41.26099357590286, -95.93020085588152,300.62890625,13.93600082397461, , ,WIFI
:86:74:13,,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None] [ESS],2026-06-23 00:37:14,157,5785,-87,41.2604206571161,-95.92932188623058,293.25732421875,10.720000267028809, , ,WIFI
:43:0a:07,,Misc,2026-06-23 00:37:23,,,-100,41.26016769127179,-95.92929530820577,298.75830078125,15.008000373840332,,845,BLE

:43:0a:07,,Misc,2026-06-23 00:37:28,,,-89,41.26001452424545,-95.92928418934359,300.66900634765625,13.93600082397461, ,845,BLE

:87:0d:8b, ,[WPAZ-PSK-None+GCMP-256+CCMP+None] [RSN-PSK-None+GCMP-256+CCMP+None][ESS],2026-86-23 00:39:52,157,5785,-65,41.25646543531142,-95.92931569663101,295.19830322265625,10.720000267028809, , ,WIFI

Wifi beacons with Axon OUI MAC??7?




RF Proximity Detection
Wifi 5GHz (Broadcasting Hidden ESSID AP beacons)

Axon_X81340821 QoS: 0 type: infra

Search for networks 25:DF19:67:9A  ch: 153 2022-02-07 - 2022-02-09

Axon_X81347246 QoS: 0 type: infra
=3 [ . :25:DF:19:84:72 ch: 157 2020-04-25 - 2020-04-30 3 ' . §
+ Wik A % L 3 D J ORCHARD PARK
AXON-X6032084L QoS 0 type:infra RAMBLERIDGE
:DF:27:FE:2A  ch: 185 2023-03-24 - 2023-04-20
Lat: | 41.0951
QoS: 4 type:infra HILLSEOROUGH
ag 4 a :25:DF:35:65:AD ch: 149 2024-03-13 - 2025-11-03 ' = .
Lon: | -96.19 : - 2 NORTHWEST @ @
AXON-X60AB1351 QoS: 0 type: infra " aMAH, L= \
Last Updated: :25:DF:69:7A:36  ch: 165 2023-07-01 - 2023-07-01 N@Mmm

BENSON @ _ S~ @I

GARDENS BENSON (( m "
QoS:2 type: infra g / @ %
o]
-

KEYSTONE

BSSID/MAC: = 00:25:df :26:DF:6E:52:47 ch: 161 2023-12-07 - 2025-05-15

SSID / Network Name (wildcards?: % and _): QoS:2 type: infra
:25:DF:6F:D0:D1 ch: 165 2026-01-30 - 2026-03-04
¢ PIEDMONT
Q0S:7  type: infra = WYCLIFFE
Only Free Nets :25:DF:70:9B:F1 ch: 157 2024-06-15 - 2026-03-11 2EL n(zT T A L o
QoS:7 type: Intra PACIFIC PARK ] o)
Only Commercial/Pay Nets : : Y M b (O W
¥ . 25:DF:70:DB:D8 ch: 153 2023-11-14 - 2026-06-29 O] HARVEY ?@ 5 (O] oy 4Gy
. # Y
Only Nets | Was the First to See . L& FRAIRIE: L““@ @ ~
QoS:7 type: infra ARMBRUST o S e =
:25:DF:70:E4:7B ch: 161 2025-03-19 - 2026-01-30 T
Que
A QoS: 4 type: infra

Tragr v . 00:25:DF:70:E8:9F ch: 161 2025-04-23 - 2025-07-01 i b =
%": 0-or-more characters, *_": a single charagyff. BAY SHORES \ 7D

Qo5:4  type: infra
MILLARD
00:25:DF:70:EE:3F ch: 157 2024-01-10 - 2026-06-28 DISNEY =

STONYBROOK | ) R@Iﬂn INDIAN BROWN jnni('
QoS:7 type: infra R & @:) PELEWOOD =/ HILG® SuTH {’E} L
00:25:DF:71:53:C5 ch: 149 2023-12-13 - 2026-04-01 1) HElGHTS © & HEIGHTS

@ouw OMAHA

QLD MILLARD ek MOCKINGEIRD = 5 MERCHANTS
@EAS— "/ ,,j HILLS =
(=

WIERCREST

QoS:0  type: infra
00:25:DF:71:5B:9F ch: 153 2025-08-16 - 2025-08-16 e La Vista

QoS:7 type: infra
00:25:DF:71:5B:E5 ch: 165 2024-04-19 - 2026-01-10

QoS:3  type:infra

NORTH SHORE
00:25:DF:71:65:27 ch: 165 2023-10-02 - 2025-04-23

Papillion;

Example: AXON-X60AB1351 Probably syncs to Axon mobile app for DL'ing videos




RF Proximity Detection
Wifi Signals
Build an Evil Twin AP that sends alerts when devices try to authenticate with it
- Wardrive the police department, scanning for wifi access points (ESSID beacons)

emitting from the building

- Wardrive the police when they are out in public (e.g. the donut shop, crowded events)
Scan for wifi probe requests emitting from their devices (especially if Dept uses Hidden ESSIDs)

- Use MDK4 to broadcast evil twin beacon list.* Second wifi adapter to sniff & alert when devices
try to authenticate with evil twin AP (beacons)

*MDK4 won't broadcast EAP RADIUS beacons. Scapy will



RF Proximity Detection
Wifi AP Wardriving (Wigle App)

Monarch QoS: 0 type: infra

= “MonarCh” EAP network 00:18:0A:84:91:E3 ch: 6 2022-02-21 - 2022-02-21 "
- C I ty n etWO rk for e m p I Oyees ::]T:I;r:gl;t:::c 3051.10322?&2‘;; - 2025-03-28 g wWigpE.ney

Monarch Q05: 0 type: infra
00:18:0A:84:A5:E9 ch: 11 2023-02-20 - 2023-03-08

P923-5g QoS: 0 type: infra
00:30:44:28:38:47 ch: 44 2022-02-21 - 2022-02-21

IBR200-f08  QoS: 2 type: infra
00:30:44:6E:2F:09 ch: 11 2023-02-20 - 2023-04-20

CenturyLink5845 QoS: 5 type: infra
02:13:D3:0A:35:E7 ch: 6 2022-02-16 - 2025-05-28

HPTABFC4 (QoS:0 type: ad-hoc
02:2A:3A:E4:DB:48 ch: 10 2014-08-22 - 2014-08-22

CH1 QoS: 0 type: infra
06:18:0A:84:91:E3 ch: 6 2022-02-21 - 2022-02-21

1 1 Q05:5 type: inf
Wigle will show MAC |
A QoS:5 type: inf
Of h I d de n ESS I DS 0A:56:FE:C7:35:0F c:' & 2\]?;&:2"13- 2025-03-28

NTGR_VMB_1539196093 QoS:5 type: infra
ch:3 2019-04-19 - 2022-02-21

QoS:2 type: infra

F5:32:82:9D:74 ch: 11 2022-02-21 - 2023-04-20 WIGLCE.MNCET WIGLCE.MNET

Q08: 0 type:infra
F5:32:82:9D:75 ch: 36 2022-02-21 - 2022-02-21

Infogroup QoS- 1 type: infra
37:06:0A:85:20 ch: 11 2019-04-19 - 2019-04-29

Hcxdumptool is better for resolving hidden ESSID names; will automatically deauth clients




RF Proximity Detection
Trunking Uplink Channel

- Uplink channel is usually 45 MHz below the downlink channel
- Uplink signals are broadcast from the radios (weak signal)

- If you can detect uplink signals with an average antenna,
police are in the vicinity

GQRX and RTL_FM (command line) ﬁ l-

both have squelch settings. 4|

Pipe audio into sox for alerts when By ..

sound is detected v
Tl O

easy way: Listen for radio packet bursts
with analog radio scanner

Radio fhaek

OP25 has an option to send packets to Wireshark. | was unsuccessful trying this



Holy Grall of LE Tracking

Location Request & Polling Response packets
(LRRP, sometimes LPPR)

S LRRP IDs:19 Points:802 Showlast 40.62662 -80.58399 Zoom=15
/=

- Motorola P25 radios broadcast their location data

- Not simulcast, must in range of the radio ?

- DSDPIlus can sometimes decode these packets

- OP25 with Wireshark if you want to see raw packets

Unsuccessful with DSDPIlus and Sarpy,
with my stock antenna, at home




Federal Frequencies
Dept Homeland Security, ICE, DEA

Radio Ref has listing for National frequencies (ICE ~163-166 MHz)

RRDB / US / Immigration and Customs Enforcement (ICE)

Immigration and Customs Enforcement (ICE) (United States)

Last Updated: July 5, 2021, 22:13 pm UTC

Frequencies

Grouped All New/Updated Show Repeater Inputs

Immigration and Customs Enforcement (ICE)

National =

Frequency License Type Tone Alpha Tag Description Mode Tag

165.8375 M csQ ICE DHS ComA  Department of Homeland Security Common (Analog) FMN  Federal
165.8375 001 NAC ICE DHS ComD Department of Homeland Security Common (Digital) P25 Federal
163.725 169 NAC ICE Nat Dir National Direct P25 Federal
163.700 169 NAC ICE NatTac 1 National Tactical 1 P25 Federal
168.5875 169 NAC ICE NatTac 2 National Tactical 2 P25 Federal
163.1125 169 NAC ICE NatTac 3 National Tactical 3 P25 Federal

164.7875 169 NAC ICE NatTac 4 National Tactical 4 P25 Federal




Federal Frequencies

Dept of Homeland Security

Also frequencies for Nebraska Federal

Department of Homeland Security

Immigration and Customs Enforcement =

Frequency License Type Tone AlphaTag Description Mode Tag
163.675 RM 786 NAC ICE-Hall Cty ICE - Hall County P25  Federal
16: ] RM 786 NAC ICE-Lincoln ICE - Lincoln County Federal

164.675 RM 786 NAC ICE-Dawson ICE - Dawson County Federal
Transporation Security Administration - Omaha =

aha

Frequency License Type Tone AlphaTag Description Mode Tag
172.150 BM TSA Eppley Eppley Airfield Opearations (150) P25e  Federal

172.900 BM 001 NAC TSA Eppley Eppley Airfield Opearations (900) Federal




Federal Frequencies
DEA, FBI, Marshals, State Troopers

Nebraska Statewide P25 System

1(1 2)  Lincoln (South) - 152780  155.0

1(1) 083 (53) Jouglas | 1541225 | 1

Drug Enforcement Agenc

DEC Mode Alpha Tag Description
30251 De DEA Omaha 1 Omaha 1

3 7 De a2 Omaha 2
30253 De Omaha 3
30254 e / a Omaha 4
30255 e DEAOmaha 5 Omaha 5
30256 e DEA Omaha 6 Omaha 6
30257 e DEA Siou: Sio

30258 e DEA Sioux City 2 Sio

30259 e DEA Sioux City 3 Sioux City 3
3 e DEA Siow y 4 ity 4

30261 e DEA Travel Travel Channel

Federal Bureau of Investigation

DEC HEX Mode Alpha Tag Description
30201 7579 e FBI Common Common

30202 75fa e FBI Air Air Operations
30203 7o e FBI North Platte  North Platte Area
30204 75fc e FBI Grand Island Grand Island Area
30205 75fd e FBI Lincoln Lincoln Area
30206 e e FBI Omaha

30207 e 31 Sioux City

United States M

Talke




Federal and Other Frequencies

Searching the FCC Database can uncover frequencies not report on Radio Ref

Site | Frequency [ Market Search Results

Search Criteria: State = NE, County = DOUGLAS, Frequency Range = 163 MHz through 180 MHz, Currently Licensed and Pending Facilities

Universal Licensing System Database - Sites

‘Callsign: WGT713 Licensee: AIRPORT AUTHORITY OF THE CITY OF OMAHA ‘Radio Service: Public Safety Pool, Conventional (PW) |City: OMAHA, NE |Sla(us: Active Grant Date: 05/08/2025 Expiration: 05/07/2035

‘Site: 1 ‘Address: 4501 ABBOTT DR EPPLEY AIRFIELD |Ci(y: OMAHA, NE ‘County: DOUGLAS |CDordinales: 4117'58.0" N, 95 53' 56.0" W

Frequency: 173.36250000

‘Site: 2 ‘Address: 4501 ABBOTT DR EPPLEY AIRFIELD |City: OMAHA, NE ‘County: DOUGLAS |Coordinales: 41 18'49.0" N, 95 53' 57.0" W

Frequency: 173.36250000

‘Si(e: 3 ‘Address: 4501 ABBOTT DR EPPLEY AIRFIELD |Ci(y: OMAHA, NE ‘County: DOUGLAS |Courdinales: 41 17'50.0" N, 95 53' 36.0" W

Frequency: 173.36250000

‘Callsign: BLP00963 |Licensee: GRAY TELEVISION LICENSEE, LLC Radio Service: Broadcast Auxiliary Low Power (LP) |City: Atlanta, GA |Statu5: Active Grant Date: 09/19/1991 Expiration: 06/01/2030

‘Site: 1 ‘State: NE ‘County: DOUGLAS |Cnmdinams: 41 15" 26.0" N, 85 57' 50.1" W

Frequency: 174.00000000

Callsign: WNJR392 |Licensee: IMMANUEL MEDICAL CENTER DBA CATHOLIC HEALTH INITIATIVES |Radin Service: Public Safety Pool, Conventional (PW) |Cit‘y: OMAHA, NE Status: Active Grant Date: 10/11/2022 Expiration: 10/05/2032

‘Address: 6901 N 72ND ST |City: OMAHA, NE |County: DOUGLAS |Coordinate5: 4120°48.0"N,96 1" 16.1"W

Frequency: 163.250:

‘Callsign: WQPM982 Licensee: NEBRASKA, STATE OF |Rauio Service: Public Safety Pool, Trunked (YW) |Cily: LINCOLN, NE |5Iatus: Active (Grant Date: 04/12/2022 Expiration: 07/03/2032

[site: 1 [Name: oMAHA Address: 108 & | [City: OMAHA, NE [county: DouGLAS [Coordinates: 41 12' 54.0" N, 96 4' 49.0" W

Frequency: 171.43750000 V 172.28750000 V 172.60000000 V 173.76250000 V

‘Site: 2 |Area of Operation: KMRA around a Fixed Location City: OMAHA, NE |t:0unty: DOUGLAS |Coordinales: 41 12°54.0" N, 96 4’ 49.0" W

Frequency: 163.91250000 164.70000000 165.92500000 166.00000000

‘Callsign: WQKR924 |Licensee: SCRIPPS BROADCASTING HOLDINGS LLC Radio Service: Broadcast Auxiliary Low Power (LP) |City: CINCINNATI, OH |Status: Active Grant Date: 08/27/2009 Expiration: 06/01/2030

[site: 1 [city: Omana, NE [county: DouGLAS [Coordinates: 41 12' 20.0" N, 96 4 47.1" W

Frequency: 174.00000000

https://fjallfoss.fcc.gov/General_Menu_Reports/engineering_search.cfm?accessible=NO




DeFlock Maps

sourced ALPR surveillance map. Data from

contributors.

Flock Safety

Motorola Selutions

Other Resources
ALPR map (deflock.org)
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Other Resources
DCGIS Crime Maps

C o @ degis.org vy & v omaha douglas county crime

[ .

s 9

Home | Crime Types | Legend Drawy Buffery Print
z

e e
Last 7 Days Last 30 Days Last 60 Days All Time
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App ldea

- Make your own crime map with Broadcastify audio (dispatch calls)
- Transcribe dispatch calls to text with WhisperAl
- Extract & verify address with Al

- Create KML and/or web interface to view and click, read, listen to dispatch calls



Questions? Comments?

https://github.com/gusgorman402/le_tracking



Al noobing

- Most of my scripts | only write for myself. Credentials directly in script (no .env),
No error catching, no command line args. I'm new to vibe coding with Al

Python script to download Broadcastify mp3 from archived day

ChatGPT Prompt to make the code shareable:

can you edit this python file so that username and password are stored & retrieved from
a .env file. Also, make feedID and archiveDate command-line arguments instead of
hardcoded static values. Throw an error if the date is entered incorrectly (with slashes not
hyphens, etc.) Also remove all commented lines in the code



Al noobing

- | was using Sox to remove long periods of silence from the mp3 files
- | wanted the audio segments in separate files, with time stamps and length of segment

ChatGPT prompt:

| have a WAV file containing audio, separated with periods of silence. | would like you to write a python script that
will extract each segment of audio into a separate file (no silent periods). The original WAV file has a nhame
describing the date and time the audio was recorded. The format is YYYYMMDDTTTT-randomID-feedID.wav
where the TTTT is military time. The audio was recorded on a 30min delay, so subtract 30mins from the time in the
filename, and consider this the beginning time of the recording. When you create filenames for the new audio files,
try to determine the exact time the audio occurred based on the original filename timestamp and create a new
filename with this timestamp and the length of the audio segment. For example, if the original filename was
202606111722-681200-34786.wav and there is a segment of audio that occurs 5 minutes and 15 seconds into the
WAV, and this audio segment is 10 seconds long (roundup to the nearest whole second) the new file name for that
audio segment would be YYYYMMDDTTTTSS-SSSS-randomID-feedID.wav, where TTTTSS is that start time of
the audio segment and the following -SSSS is the length of that segment in seconds. So the new filename for that
example would be 20260611165715-0010-681200-34786.wav (remember to subtract 30 minutes from the original
military time listed in original filename)

Script works... on low traffic files. Haven't tested on mp3 files with lots of audio



Al noobing

- Just because a program works on Ubuntu, doesn’t mean it will automatically work on RasPi
- TShark (PyShark) behaves differently on RasPi. No wlan.mgt info
- Tshark buffers its output. Won't automatically pipe into another script

- ChatGPT struggled with this. It helped me with debugging (wifi packet info), but | had to dig
through forums to find the buffering issue

- Instead of pyshark, | ran Tshark from the command line and parse the output
- Try Scapy instead of Tshark next time for raspi wifi sniffing (mgmt packets)

- ChatGPT was able to write an EAP (RADIUS) wifi AP beacon broadcaster for ESP2866



Al noobing

SDRTrunk log file parser

- SDRTrunk log file prints out a line for every packet during a dispatch call.
One dispatch call may have multiple lines for a single call
- Remove redundant lines, keep the line with the final/highest “call length”

ChatGPT prompt:

Write a python script that will open a read only CSV file. The filename is provided on the
command line via command line argument. The script will output lines from the CSV that fit the
following criteria: if the EVENT is not an "Encrypted Group Call" or a "Group Call", do not print
out the line. For lines with identical FROM fields and identical EVENT _ID, only print out the line
with the highest DURATION_MS value. Multiple lines may have the same maximum
DURATION_MS value, but only print out the most recent line encountered of these. You will
have to examine all lines in the inputted CSV before you can start outputting relevant lines.

Perhaps use a key to value hash to table to keep track of highest DURATION_MS values. Here
Is an example CSV file:



Al noobing

Script to associate RadiolDs to broadcastify audio segments. Helps to find dispatch calls
ChatGPT prompt:

Write a python script that will associate timestamps to a specified time period. The script will take 5 command line
arguments. The first arg is an input file. This input file contains a list a mp3 files. Sometimes the the filenames will be
prepended with a dir, which can be ignored; we are only interested in the filename. Each filename contains time period
information. The time format for each filename is YYYYMMDDHHMMSS-SSSS-randomID-feedID.wav. The
YYYYMMDDHHMMSS is the approximate initial (the user will be able to add seconds to this start time) beginning of the
time period of interest. The "-SSSS" that follows in the filename is the length of audio segment in the file. Add this length of
seconds to the beginning time period to get the end (intital; the user will be able to add seconds to this end time) period
time. The next command line argument is to pick which filenames to analyze. The arg option will ask for a minimum time
length of audio files to be analyzed. The default is 3 seconds. Only analyze filenames whose "-SSSS" is equal or greater to
the inputted option.

The next 2 args will be for altering the initial time period that was extracted from the filenames of interest. There will be an
option to subtract seconds from the start time (make it earlier). The default is 30 seconds. There next option is to add
seconds to the end time of the time period. The default is 30 seconds.

The final command line arg is for another input file. This is a CSV file with timestamped rows. For each audio filename and
the time period extracted, find rows in the CSV whose timestamp is within the audio time period. The CSV timestamp
format is YYYY:MM:DD:HH:MM:SS.

The output of the program will be in CSV format. Each row will list the audio filename (first column), and then list (in the
following columns) all "FROM" numbers that were in rows from the original CSV that had TIMESTAMPS in the time period
of the audio file.

| have attached a sample audio file list, and CSV logile



Questions? Comments?
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